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Introduction
This set of assessment tools is for the unit of competency BSBXCS303 Securely manage personally identifiable information and workplace information. 

The guide is divided into three sections:

Section 1:
Unit of competency

Section 2:
Assessment resources

Glossary (VET sector terminology)

As the trainer/assessor, you are in the best position to judge the full training and assessment requirements of a unit of competency. The judgments that you make in this regard should form part of your broader training and assessment strategy.

Learners may or may not be employed in the workplace. Where a learner is currently employed, you should endeavour to use relevant workplace documents and resources. Where learners are not currently employed, you must provide example documentation and a simulated environment wherever possible. Encourage classroom learners to take every opportunity to observe a real working environment and discuss what they have seen. Note that observation and assessment in the workplace is mandatory for some units of competency. Refer to section 1.2 of this guide, or to the assessment requirements of the relevant unit of competency, for details of assessment conditions.
This document and set of assessment tools must be used in conjunction with the directions that form part of the qualification’s Training and Assessment Strategy. Assessors must refer to the ICT30120 Training and Assessment Strategy for details on mandatory tool use.

Note that this booklet is designed to be dismantled so that assessors may identify what assessment tools they may wish to use to support the assessment process and provide credible and verifiable evidence to support appropriate decision making.

Section 1 - Unit of competency
The Business Training Package was developed by the Innovation & Business Skills Australia (IBSA) in consultation with industry stakeholders including employers, unions, peak bodies, professional associations, regulatory bodies, registered training organisations (RTOs) and other relevant parties. The training package specifies the skills and knowledge required to perform effectively in the business workplace.

Individual units of competency are nationally agreed statements that describe work outcomes and can stand alone when applied in the workplace.

This section outlines the requirements of the unit of competency BSBXCS303 Securely manage personally identifiable information and workplace information and other information relevant to it.

It contains the following information:

1.1 
Elements of competency and performance criteria

1.2
Assessment requirements 
1.3 
Dimensions of competency

1.4
Foundation skills
1.5
Skill sets

1.6
Recognition of prior learning (RPL)
1.7 
Glossary of terms
1.1
Elements of competency and performance criteria

The elements of competency define the skills required to perform a work activity. They describe the required outcomes that need to be assessed. 

The performance criteria define the level of skill necessary to achieve the requirements of the element.

The following table maps the content in the on-line course BSBXCS303 Securely manage personally identifiable information and workplace information to the unit of competency.

	 BSBXCS303 Securely manage personally identifiable information and workplace information
	Where covered in on-line course

	Element 1: Handle PII and workplace information responsibly

	1.1 
Review current standards, practices and procedures relating to workplace information
	Task 4

	1.2 
Identify sensitive data in own workplace environment according to organisational policies and procedures and within scope of own role
	Task 4

	1.3 
Classify workplace information types according to organisational procedures
	Task 4

	1.4 
Apply privacy policies to all data devices that require confidentiality
	Task 4

	Element 2: Store and share PII and workplace information securely

	2.1 
Organise obtained data sets in an easily retrievable format
	Task 4

	2.2 
Implement required access control protocols for identified sensitive data
	Task 4

	2.3 
Confirm that data is accurate, up-to-date, and comprehensive
	Task 4

	2.4 
Identify and report malfunctioning infrastructure and attacks on infrastructure that pose a threat to data integrity
	Task 4

	Element 3: Apply information protection protocols

	3.1 
Conduct back-up of on-site and off-site data according to organisational policies and procedures
	Task 4

	3.2 
Conduct privacy impact assessments on data
	Task 4

	3.3 
Confirm adherence to data protection compliance standards
	Task 4


1.2
Assessment requirements 

BSBXCS303 Securely manage personally identifiable information and workplace information covers the outcomes, skills and knowledge required to develop basic keyboard skills using touch typing techniques in a broad range of settings.

It applies to individuals who perform a range of mainly routine tasks and generally work under direct supervision using limited practical skills and fundamental knowledge.
The assessment requirements consist of three criteria:

· Performance evidence: details the skills to be demonstrated, the consistency of performance (for example, on how many occasions, in what range of situations, using what range of equipment) and any licensing, regulatory or registration requirements
· Knowledge evidence: the scope and depth of knowledge required
· Assessment conditions: specify where assessment can take place, what resources are required and what interactions with other people are required
Performance evidence
The performance evidence for the unit BSBXCS303 Securely manage personally identifiable information and workplace information consists of using data protection techniques to manage workplace information for one work area over the life of a small project or work cycle. 
During the above, the candidate must store and share personally identifiable information (PII) in a secure manner.
Knowledge evidence
The knowledge evidence within the unit BSBXCS303 Securely manage personally identifiable information and workplace information consists of:

· legislative requirements relating to securely managing PII and workplace information, including:

· data protection

· implications of Notifiable Data Breach legislation on an organisation and other associated Australian privacy laws

· established international legislation

· organisational policies and procedures relating to:

· identifying sensitive data

· securely storing, sharing and managing customer information

· encryption, and protocols for its uses

· data classification

· media and document labelling

· monitoring and reporting faults and malfunctions in IT infrastructure

· industry best practice and Australian government sources of information relating to access control, including:

· password protection

· storage locations

· securely sharing

· data deletion

· risks and benefits of cloud storage

· risks of communicating sensitive information via non-secure means e.g. email and SMS

· framework for distributed storage

· technologies, techniques and protocols for storing and retrieving data

· data protection protocols and industry-standard compliance standards relating to:

· back-up

· data sharing

· data storage

· disposal of sensitive information

· privacy impact assessments.
Assessment conditions
Skills must be demonstrated in a safe environment where evidence gathered demonstrates consistent performance of typical activities and include access to specific challenges and situations to which critical and creative thinking may be applied to workplace problems as part of a team.
Simulations and scenarios are acceptable. Simulated assessment environments must simulate the real-life working environment where these skills and knowledge would be performed, with all the relevant equipment and resources of that working environment.
There must be access to:

· information and data sources relating to cyber security

· device with active internet connection

· internet browser

· industry standards, organisational procedures, and legislative requirements required to demonstrate the performance evidence.

Assessment must ensure use of relevant legislation, policies and procedures and industrial awards.

Assessors must satisfy the NVR/AQTF mandatory competency requirements for assessors.
1.3
Dimensions of competency

The dimensions of competency relate to all aspects of work performance. The following table explores the four dimensions of competency in more detail.

	Dimensions of competency
	What it means

	Task skills
	The candidate must perform the individual skills required to complete a work activity to the required standard.

	Task management skills
	The candidate must manage several different tasks to complete a whole work activity, such as working to meet deadlines.

	Contingency management skills
	The candidate must use their problem-solving skills to resolve issues that arise when performing a work activity.

	Job/role environment skills
	The candidate must perform effectively in the workplace when undertaking a work activity by working well with all stakeholders and following workplace policies and procedures.


Assessors and/or their training organisations need to ensure that the range of assessment instruments developed for this unit adequately explore the dimensions of competency.
1.4
Foundation skills

Underpinning all job roles is a set of skills that are essential if learners are to participate successfully in work and be valuable and productive employees. 
The foundation skills embedded in this unit of competency are outlined below:
	Skill
	Performance
Criteria
	Description

	Learning
	1.4
	· Modifies behaviour following exposure to new information

	Numeracy
	1.3, 2.1, 2.3
	· Interprets mathematical data

	Reading
	1.1, 1.2, 1.3, 3.1
	· Recognises and interprets information from relevant sources to determine organisational expectations and legal requirements

	Oral Communication
	1.2, 2.3, 2.4
	· Asks open and closed probing questions and actively listens to clarify consultations

	Planning and organising
	1.2, 1.3, 1.4, 2.1, 2.2, 2.4, 3.1
	· Efficiently and logically sequence the stages of data management

	Technology
	2.2, 2.4, 3.1
	· Uses appropriate technology platforms to assist with data storage, data retrieval and data management


Do not assume that learners already have these skills; for example, even if you believe they have good writing skills, they may never have written a specific type of report before.

Remember that the learner may not necessarily need all skills for a specific task, nor be required to develop them to a high level. This will depend on the nature of the task and the context in which they are working.

Your role is to:

· when planning your assessment program, identify where foundation skills are embedded in the unit of competency and how learners can demonstrate they have acquired the skills 

· encourage learners to record in the template that follows the Final Assessment the activities they have performed that demonstrate specific foundation skills; they can do this after completing each chapter in the learner guide.

1.5
Skill sets

Skill sets are single units of competency or combinations of units of competency that link to a licence, regulatory requirement or defined industry need. 

Skill sets do not replace qualifications as the foundation for undertaking work in the community sector. Skill sets build on a relevant qualification and enable a qualified worker to move laterally into work areas addressed by the skill set or to broaden their skill base in relation to the services they provide.
1.6
Recognition of prior learning (RPL)

Recognition of prior learning (RPL) is an assessment process that assesses an individual’ s non-formal and informal learning to determine the extent to which that individual has achieved the required learning outcomes, competency outcomes, or standards for entry to, and/or partial or total completion of, a qualification.

To have skills and knowledge formally acknowledged, a learner must supply a range of evidence to verify competency. The trainer then needs to assess this evidence against the criteria for the qualification.

Evidence of competency may include work samples, journals, and third-party testimonials. Learners may also need to be observed undertaking set tasks and/or answer set questions.

The full RPL Kit for this qualification is available. The kit consists of four parts:
· Assessor’s Guide

· Candidate’s Guide

· Forms

· Workplace Guide

1.7
Glossary of terms
This section provides some general understanding to many of the concepts used in the Business qualifications.
Wherever possible and appropriate, knowledge should be contextualised to the learner’s workplace. For example, when dealing with organisational policies and procedures, look at the actual policies and procedures of the workplace.
2FA: Two-factor authentication

3DES: Triple Data Encryption Standard

ABS: Australian Bureau of Statistics

ACA: Australasian Certification Authority

ACCC: Australian Competition and Consumer Commission

Access control: The process of granting or denying requests for access to systems, applications and information. It can also refer to the process of granting or denying requests for access to facilities.

Account harvesting: The illegal practice of collecting email accounts from information in the public domain or by using software to search for email addresses stored locally on a computer. Account harvesting may be used for spamming.

Acrobat: Adobe Acrobat is software used to view, create, edit and manage PDF files

ACSC: Australian Cyber Security Centre

Active defence: The principle of proactively implementing a spectrum of security measures to strengthen a network or system to make it more robust against attack. Active defence is separate from offensive cyber operations, as well as passive defence or network hardening.

Ad blockers: Software that prevents advertisements from appearing with the content the user is intentionally viewing. People block ads for a variety of reasons. For example, many of them find marketing ads annoying and even stressful.

Adobe Reader: A free program created and distributed by Adobe Inc used to open PDF documents. PDFs can be a wide variety of files, such as images, text documents, forms, books, or any combination of these. They are cross-platform, meaning each PDF will look the same on a Windows computer as it will on a Mac.

Advanced persistent threat (APT): A set of malicious cyber activity with common characteristics, often orchestrated by a person or group targeting specific entities over an extended period. An APT usually targets either private organisations, states or both for business and political motives.

Advice: An opinion recommending a course of action to be taken given the circumstances relating to a single moment or decision.

Advisory: A type of ACSC publication that provides timely information and advice about current security issues, vulnerabilities, and exploits.

Adware: A program that displays advertisements that can be installed legitimately as a part of another application or service, or illegitimately without the consent of the system user.

AES: Advanced Encryption Standard

AFP: Australian Federal Police

After market devices: A secondary market of an industry, concerned with the manufacturing, remanufacturing, distribution, retailing, and installation of all parts, equipment, and accessories, after the sale of the device by the original equipment manufacturer to the consumer.

Aggregation (of data): Compilations of information that, once together, may require a higher level of protection than their separate component parts.

AH: Authentication Header

Air gap: A network security measure employed on one or more computers to ensure that the network is physically isolated from any other network. This makes the isolated network secure, as it does not connect to unsecured networks such as the public internet or an unsecured local area network.

Alert: An ACSC publication intended to provide timely notification concerning threats or activity with the potential to impact individuals, businesses, organisations, government, devices, peripherals, networks or infrastructure.

Android: A mobile operating system developed by Google. It is used by several smartphones and tablets. The Android operating system is based on the Linux kernel.

Anti-virus: Software that is designed to detect, stop and remove viruses and other kinds of malicious software.

AP: Access Point

App: Application

Apple ID: An authentication method used by Apple for iPhone, iPad, Mac and other Apple devices and services. Apple ID accounts contain user personal information and settings. When an Apple ID is used to log into an Apple device, the device will automatically use the settings associated with the Apple ID.

Application: A software program or group of software programs designed for end users. Examples of an application include a word processor, a spreadsheet, an accounting application, a web browser, an email client, a media player, a file viewer, an aeronautical flight simulator, a console game or a photo editor. The collective noun application software refers to all applications collectively. This contrasts with system software, which is mainly involved with running the computer.

Application control: An approach in which only an explicitly defined set of trusted applications are allowed to run on systems.

Archive: A place where an accumulation of computer files is stored. It could be disk storage, a flash drive, a backup disk drive, an online backup service, an indexing internet page, etc.

Artificial intelligence (AI): The simulation of intelligence processes by machines, especially computer systems. These processes include learning (the acquisition of information and rules for using the information), reasoning (using the rules to reach approximate or definite conclusions), and self-correction. Applications of AI include threat identification, expert systems, speech recognition and machine vision.

Asset: Anything of value, such as ICT equipment, software or information.

Attack surface: The amount of ICT equipment and software used in a system. The greater the attack surface the greater the chances of an adversary finding an exploitable security vulnerability.

Attribution: The process of assessing the source, perpetrator or sponsor of malicious activity. Statements of attribution often use probabilistic language and indicate the level of confidence in the assessment.

Audit log: A chronological record of system activities including records of system access and operations performed.

Audit trail: A chronological record that reconstructs the sequence of activities surrounding, or leading to, a specific operation, procedure or event.

Australian Bureau of Statistics (ABS): The independent Australian Government statistical agency that provides key statistics on a wide range of economic, population, environmental and social issues, to assist and encourage informed decision-making, research and discussion within governments and the community.

Authentication: Verifying the identity of a user, process or device as a prerequisite to allowing access to resources in a system.

Authentication header: A protocol used in Internet Protocol Security (IPsec) that provides data integrity and data origin authenticity but not confidentiality.

Authorising officer: An executive with the authority to formally accept the security risks associated with the operation of a system and to authorise it to operate.

Availability: The assurance that systems and information are accessible and useable by authorised entities when required.

Back door: A feature or defect of a computer system that allows access to data by bypassing normal security measures.

Backup: In information technology, a copy of computer data taken and stored elsewhere so that it may be used to restore the original after data loss.

Big data: Large amounts of structured and unstructured data that exceeds the ability of commonly used software tools to capture, manage and process. Big data requires techniques and technologies with new forms of integration to reveal insights from datasets that are diverse, complex, and of a massive scale.

Biometrics:  Measurable physical characteristics used to identify or verify an individual.

Black hat: A person that hacks for personal gain and/or who engages in illicit and unsanctioned hacking activities. See also 'grey hat' and 'white hat'.

Blackmail: An act of coercion using the threat of revealing or publicising either substantially true or false information about a person or group unless certain demands are met. It is often damaging information and may be revealed to family members or associates rather than to the public.

Blocklist: A list of entities that are not considered trustworthy and are blocked or denied access.

BlueBorne: A type of security vulnerability by which hackers can leverage Bluetooth connections to penetrate and take complete control over targeted devices. BlueBorne affects ordinary computers, mobile phones, smart devices and wearable gadgets.

BlueKeep: A vulnerability in the Remote Desktop Protocol (RDP) that can affect the Windows 7, Windows Vista, Windows XP, Server 2003 and Server 2008 operating systems.

Bluetooth: A wireless technology standard used for exchanging data between fixed and mobile devices over short distances using short-wavelength UHF radio waves.

Bogus request: A fake request
Bot: A program that performs automated tasks. In a cyber security context, a malware-infected computer that carries out tasks set by someone other than the device's legitimate user.

Botnet: A collection of computers infected by bots and remotely controlled by an actor to conduct malicious activities without the user's knowledge, such as to send spam, spread malware, conduct denial of service activities or steal data.

Breach (data): When data is lost or subjected to unauthorised access, modification, disclosure, or other misuse or interference. Also referred to as a ‘data spill’.

Breach (security): An incident that results in unauthorised access to data, applications, services, networks and/or devices by bypassing their underlying security mechanisms.

Bring Your Own Device (BYOD): An organisational policy that allows employees to use their own personal devices for work purposes. These devices connect to and utilise the organisation's network, data and resources.

Broadband: Wide bandwidth data transmission which transports multiple signals and traffic types. In the context of internet access, broadband is used to mean any high-speed internet access that is always on.

Browser: A software application for retrieving, presenting and traversing information resources on the World Wide Web.

Browser hijacking: Occurs when browser settings are changed without the user's knowledge or consent. The browser may persistently redirect to malicious or other unwanted websites.

Browsing history: The list of web pages a user has visited recently — and associated data such as page title and time of visit — which is recorded by web browser software by default.

Brute force: An unsophisticated and exhaustive process to try and determine a cryptographic key or password without the user's knowledge by systematically trying all alternatives or combinations until the correct one is discovered.

Bug: A flaw or error in a software program.

Business continuity: A loosely defined set of planning, preparatory and related activities which are intended to ensure that an organisation's critical business functions will either continue to operate despite serious incidents or disasters that might otherwise have interrupted them or will be recovered to an operational state within a reasonably short period.

Business email compromise: Attacks that are a form of cybercrime which use email fraud to target business, government and non-profit organisations to achieve a specific outcome which negatively impacts the target organisation.

Buying online: A form of electronic commerce which allows consumers to directly buy goods or services from a seller over the internet using a web browser.

Car hacking: The manipulation of the code in a car's electronic control unit to exploit a vulnerability and gain control of other electronic control units in the vehicle.

Cascaded connections: Cascaded connections occur when one network is connected to another, which is then connected to another, and so on.

Case study: A factual representation of what happened along with some analysis that provides insights and advice for the future.

Catfish: Internet predators who create fake online identities to lure people into emotional or romantic relationships for personal or financial gain.

Caveat: A marking that indicates that the information has special requirements in addition to those indicated by its classification. This term covers codewords, source codewords, releasability indicators and special-handling caveats.

Certificates: A secure certificate, is a file installed on a secure web server that identifies a website. This digital certificate establishes the identity and authenticity of the company or merchant so that online shoppers can trust that the website is secure and reliable.

Certification report: An artefact of Common Criteria evaluations that outlines the outcomes of a product’s evaluation.

Certified Cloud Services List (CCSL): A list of cloud services certified by the Australian Signals Directorate.

Checkpoint: A multinational provider of software and combined hardware and software products for IT security, including network security, endpoint security, cloud security, mobile security, data security and security management.

Chief Information Security Officer (CISO): A senior executive who is responsible for coordinating communication between security and business functions as well as overseeing the application of security controls and associated security risk management processes.

Classification: The categorisation of systems and information according to the expected impact if they were to be compromised.

Click farm: Groups of low-paid workers whose job is to click on links, surf around targeted websites, perhaps sign up for newsletters to exaggerate the popularity of the website. It is very hard for an automated filter to analyse this simulated traffic and detect that is it invalid as it has the same profile as a legitimate visitor.

Click fraud: Using a compromised computer to click ads on a website without the user’s awareness, with the intention of generating revenue for the website or draining resources from the advertiser.

Clickbait: A form of false advertisement which uses links that are designed to attract attention and entice users to follow that link and read, view or listen to the linked content, with a defining characteristic of being deceptive, typically sensationalised or misleading.

Cloud: A network of remote servers hosted on the internet and used to store, manage, and process data in place of local servers or personal computers.

Cloud computing: A service model that enables network access to a shared pool of computing resources such as data storage, servers, software applications and services.

Code: Program instructions

Compromise: The disclosure of information to unauthorised persons, or a violation of the security policy of a system in which unauthorised intentional or unintentional disclosure, modification, destruction or loss of an object may have occurred.

Computer network: Two or more interconnected devices that can exchange data.

Confidentiality: The assurance that information is disclosed only to authorised entities.

Content filter: A filter that examines content to assess conformance against a security policy.

Content Security Policy: A computer security standard introduced to prevent cross-site scripting, clickjacking and other code injection attacks resulting from the execution of malicious content in a trusted web page.

Cookie: A small text file that is transmitted by a website and stored in a user's web browser that is then used to identify the user and prepare customised web pages. A cookie can also be used to track a user’s activity while browsing the internet.

Copyright: A form of intellectual property that protects the expression of ideas by giving their creators exclusive legal right in producing, publishing, selling or distributing their creations.

Corporate espionage: The improper or unlawful theft of trade secrets or other knowledge proprietary to a competitor for the purpose of achieving a competitive advantage in the marketplace.

Credential theft: A type of cybercrime that involves stealing a victim's proof of identity. Once credential theft has been successful, the attacker will have the same account privileges as the victim. Stealing credentials is the first stage in a credential-based attack.

Cross domain solution: A system capable of implementing comprehensive data flow security policies with a high level of trust between two or more differing security domains.

Cryptographic algorithm: An algorithm used to perform cryptographic functions such as encryption, integrity, authentication, digital signatures or key establishment.

Cryptographic protocol: An agreed standard for secure communication between two or more entities to provide confidentiality, integrity, authentication and non-repudiation of information.

Cryptography: The practice and study of techniques for securing communications in which plaintext data is converted through a cipher into ciphertext, from which the original data cannot be recovered without the cryptographic key.

Cyber adversary: An individual or organisation (including state-sponsored) that conducts malicious activity including cyber espionage, crime or attack.

Cyber attack: A deliberate act through cyberspace to manipulate, disrupt, deny, degrade or destroy computers or networks, or the information resident on them, with the effect of seriously compromising national security, stability or economic prosperity.

Cyber bullying: A form of bullying or harassment using electronic means. It is when someone bullies or harasses others on the internet and in other digital spaces, particularly on social media sites.

Cyber defence: Defensive activity designed to protect information and systems against offensive cyber operations.

Cyber event: An identified occurrence of a system, service or network state indicating a possible breach of information security policy, failure of safeguards, or a previously unknown situation that may be security relevant.

Cyber resilience: The ability to adapt to disruptions caused by cyber security incidents while maintaining continuous business operations. This includes the ability to detect, manage and recover from cyber security incidents.

Cyber safety: The safe and responsible use of information and communication technologies.

Cyber security: Measures used to protect the confidentiality, integrity and availability of systems, devices and the information residing on them.

Cyber security event: An occurrence of a system, service or network state indicating a possible breach of security policy, failure of safeguards or a previously unknown situation that may be relevant to security.

Cyber stalking: The use of the internet or other electronic means to stalk or harass an individual, group or organisation.

Cyber threat: Any circumstance or event with the potential to harm systems or information.

Cybercrime: Crimes directed at computers, such as illegally modifying electronic data or seeking a ransom to unlock a computer affected by malicious software. It also includes crimes where computers facilitate an existing offence, such as online fraud or online child sex offences.

Cyberspace: The environment formed by physical and non-physical components to store, modify, and exchange data using computer networks.

Dark web: Web sites that are not indexed by search engines and are only accessible through special networks such as The Onion Router (ToR). Often, the dark web is used by website operators who want to remain anonymous. The ‘dark web’ is a subset of the ‘deep web’.

Data: The basic element that can be processed or produced by a computer to convey information.

Data at rest: Information that resides on media or a system.

Data breach: The unauthorised movement or disclosure of sensitive private or business information.

Data dump: A large amount of data transferred from one system or location to another.

Data encryption algorithm: Algorithms that are used to encrypt and decrypt data. This algorithm type is used for encrypting data to encrypt and decrypt various parts of the message, including the body content and the signature.

Data in transit: Information that is being communicated across a communication medium.

Data protection: Data protection is the process of safeguarding important information from corruption, compromise or loss.

Data spill: The accidental or deliberate exposure of information into an uncontrolled or unauthorised environment, or to people without a need to know that information.

Decryption: The decoding of encrypted messages.

Deep web: The part of the internet that is not indexed by search engines. Includes websites that are password-protected and paywalled, as well as encrypted networks, and databases.

Default passwords: Where a device needs a username and/or password to log in, a default password is usually provided that allows the device to be accessed during its initial setup, or after resetting it to factory defaults.

Defence in depth: The implementation of multiple layers of security controls in a system to provide redundancy in the event a security control fails, or a vulnerability is exploited.

Denial of Service (DoS): When legitimate users are denied access to computer services (or resources), usually by overloading the service with requests.

Denial of Service attack: An attempt by an adversary to prevent legitimate access to online services (typically a website), for example, by consuming the amount of available bandwidth or the processing capacity of the server hosting the online service. A Denial of Service (DoS) attack is where the source is comprised of multiple, distributed unique IP addresses used to flood the bandwidth or resources of a targeted system or network.
Device access control software: Software that can be used on a system to restrict access to communications ports. Device access control software can block all access to a communications port or allow access based on device types, manufacturer’s identification or even unique device identifiers.

Dictionary attack: Where attackers use ‘password dictionaries’ or long lists of the most commonly-used passwords and character combinations against a password in order to guess it and break into a system.

Digital certificate: An electronic document used to identify an individual, a system, a server, a company, or some other entity, and to associate a public key with the entity. A digital certificate is issued by a certification authority and is digitally signed by that authority.

Digital footprint: The unique set of traceable activities, actions, contributions and communications that are manifested on the internet or on digital devices.

Digital preservation: The coordinated and ongoing set of processes and activities that ensure long-term, error-free storage of digital information, with means for retrieval and interpretation, for the entire time the information is required.

Digital signature: A cryptographic process that allows the proof of the source (with non-repudiation) and the verification of the integrity of that data.

Disaster recovery: A set of policies, tools and procedures to enable the recovery or continuation of vital technology infrastructure and systems following a natural or human-induced disaster. Disaster recovery focuses on the IT or technology systems supporting critical business functions, as opposed to business continuity.

Domain: In the internet, a part of a naming hierarchy which consists of a sequence of names (labels) separated by periods (dots).

Domain Name System (DNS): The naming system that translates domain names into IP addresses.

Downloader: A type of Trojan that downloads other malware onto a computer. The downloader needs to connect to the internet to download the files.

Doxing: Obtaining and publishing private or personally identifiable information about an individual over the internet. Information can be obtained through a range of methods including network compromise, social engineering, data breaches, or research.

Drive-by download: The unintended – automatic or accidental – download of malware from the internet.

Drive-by download attacks: The unintentional download of malicious code to a computer or mobile device that leaves the user open to an attack. The user does not have to click on anything, download or open a malicious email attachment to have their computer or device infected.

Driver: Software that interfaces a hardware device with an operating system.

Dropper: A type of Trojan that installs other malware files onto a computer or device. The other malware is included within the Trojan file and does not require connection to the internet.

Dual-stack network device: ICT equipment that implements both Internet Protocol version 4 (IPv4) and Internet Protocol version 6 (IPv6) protocol stacks.

Easter egg: Hidden functionality within an application that is activated when an undocumented set of commands and keystrokes are entered. Easter eggs are typically used to display the credits for the development team or a humorous message and are intended to be non-threatening.

Easy Steps Guide: A guide developed by the ACSC to help Australians protect themselves from cyber criminals.

Electronic funds transfer at point of sale (EFTPOS): An electronic payment system involving electronic funds transfers based on the use of payment cards, such as debit or credit cards, at payment terminals located at the place the sale took place.

Email: Standing for 'electronic mail', a method of exchanging messages between people using electronic devices.

Encrypt: To convert information or data into a code, especially to prevent unauthorised access.

Encrypting files: The process of converting files into a code, to prevent unauthorised access.

Encryption: The conversion of electronic plaintext data into unreadable ciphertext using algorithms. Encryption protects the confidentially of data at rest and in transit. Both encryption and decryption are functions of cryptography.
End of support: When a company ceases support for a product or service. This is typically applied to hardware and software products when a company releases a new version and ends support for certain previous versions.

End-to-end encryption: A method of secure communication where only the communicating users can read data transferred from one end-system or device to the other.

Endpoint security: A methodology of protecting a network when accessed via remote devices such as laptops or other wireless and mobile devices. Each device with a remote connection to the network creates a potential entry point for security threats.

Enterprise mobility: An approach to work in which employees can do their jobs from anywhere using a variety of devices and applications.

Event logging: Used by a security information and event management tool. This tool provides a level of analysis of the contents of an event log to help network administrators determine what is going on within a network.

Executable: A file that causes a computer to perform indicated tasks according to encoded instructions.

Exploit: A piece of code that exploits bugs or vulnerabilities in software or hardware to gain access a system or network.

Facility: A physical space where business is performed. For example, a facility can be a building, a floor of a building or a designated space on the floor of a building.

Fake email: Sending counterfeit email by using a legitimate sender's address without their knowledge.

Fake trader: A trader that is in not legitimate.

Firewall: A network device that filters incoming and outgoing network data based on a series of rules.

Firmware: Software embedded in ICT equipment.

Flaw: A defect, fault or imperfection, especially one that is hidden or unknown.

Fly lead: A lead that connects ICT equipment to the fixed infrastructure of a facility. For example, the lead that connects a workstation to a network wall socket.

Fraud: Intentional deception to secure unfair or unlawful gain, or to deprive a victim of a legal right.

Fuzzing: A method used to discover errors or potential security vulnerabilities in software. Also called 'fuzz testing'.

Gateway: A way to securely manage data flows between connected networks from different security domains.

Grey hat: A hacker or computer security expert who may sometimes violate laws or typical ethical standards but may not have the malicious intent typical of a black hat hacker. See also ‘white hat’ and ‘black hat’.

Hack: The unauthorised exploitation of weaknesses in a computer system or network.

Hacker: A computer expert that can gain unauthorised access to computer systems. Hacker is an agnostic term; a hacker does not necessarily have malicious intent. See also ‘black hat’, ‘grey hat’, and ‘white hat’.

Handling requirements: An agreed standard for the storage and dissemination of information to ensure its protection. This can include electronic information, paper-based information or media containing information.

Hardware vulnerabilities: An exploitable weakness in a computer system that enables attacks through remote or physical access to system hardware.

High assurance ICT equipment: ICT equipment that has been designed and authorised for the protection of highly classified information.

Hoax: A falsehood deliberately fabricated to masquerade as the truth.

Host-based Intrusion Detection System: Software, resident on a system, which monitors system activities for malicious or unwanted behaviour.

Host-based Intrusion Prevention System: Software, resident on a system, which monitors system activities for malicious or unwanted behaviour and can react in real-time to block or prevent those activities.

HummingBad: Malware designed to target Android. According to research, the malware installs more than 50,000 fraudulent apps each day and displays 20 million malicious advertisements.

Hypertext Transfer Protocol (HTTP): Hypertext Transfer Protocol is the fundamental protocol used for transferring files on the internet.

Hypertext Transfer Protocol Secure (HTTPS): While Hypertext Transfer Protocol (HTTP) is the basic framework for transferring data across the web, HTTPS adds a layer of encryption for additional security; with 'S' standing for secure.

Identity analytics: The process of analysing the access of individuals or systems to an organisation's IT resources.

Identity Management (IdM): The process used in businesses and organisations to grant or deny employees and others authorisation to secure systems. Also known as Identity and Access Management (IAM).

Identity theft: When a victim’s personal details are stolen and used to perpetrate crime, commonly fraud. Identity theft is a serious crime and can result in long-term and far-reaching negative consequences for victims.

Impersonation attack: Emails that attempt to impersonate a trusted individual or company to gain access to corporate finances or data.

Incident: An event that is not part of normal operations that disrupts operational processes.

Incident Response Plan: A plan for responding to cyber security incidents.

Install updates: The process of establishing the update into the system.

Integrity: The assurance that information has been created, amended or deleted only by authorised individuals.

Intellectual property: The property of your mind or proprietary knowledge. It can be an invention, trademark, design, brand or the application of your idea.

Interactive: The back-and-forth dialog between the user and the computer.

Internet: The global system of interconnected computer networks that use standardised communication protocols to link devices and provide a variety of information and communication facilities.

Internet of Things (IoT): The network of physical objects, devices, vehicles, buildings and other items which are embedded with electronics, software, sensors and network connectivity, which enables these objects to connect to the internet and collect and exchange data.

Internet Protocol Security (IPsec): A suite of protocols for secure communications through authentication or encryption of Internet Protocol (IP) packets as well as including protocols for cryptographic key establishment.

Internet Protocol version 6 (IPv6): A protocol used for communicating over packet switched networks. Version 6 is the successor to version 4 which is widely used on the internet.

Internet Service Provider (ISP): A company that provides subscribers with access to the internet.

Intrusion Detection System: An automated system used to identify an infringement of security policy. IDS can be host-based or network-based.

IP address: A code made up of a string of numbers that identifies a particular computer or device on the internet. Every computer requires an IP address to connect to the internet. Also known as an 'IP number' or simply an 'IP', short for Internet Protocol.

Key: In database management systems, a key is a field that you use to sort data. For example, if you sort records by age, then the age field is a key.

Key management: The use and management of cryptographic keys and associated hardware and software. It includes their generation, registration, distribution, installation, usage, protection, storage, access, recovery and destruction.

Keylogger: Malicious software that records which keys you press. These programs may be used to capture confidential information (such as login or financial details) and send to an attacker. Also known as keystroke logging.

Licence: A software license is a legal instrument governing the use or redistribution of software.

Links: An HTML object that allows you to jump to a new location when you select it. Links provide a simple means of navigating between pages on the web.

Local area network (LAN): A computer network that interconnects devices within a limited area such as a home, school, laboratory or office building.

Logging: The automatically produced and time-stamped documentation of events relevant to a particular system.

Login: The act of logging in to a database, mobile device, or computer, especially a multiuser computer or a remote or networked computer system, usually by using a username and password.

Macro: An instruction that causes the execution of a predefined sequence of instructions.

Malicious: Intending or intended to do harm.

Malicious code: Any software that attempts to subvert the confidentiality, integrity or availability of a system.

Malicious insider: People who take advantage of their access to inflict harm on an organisation.

Malicious links: A malicious link is created with the purpose of promoting scams, attacks and frauds. By clicking on an infected URL, you can download malware such as a Trojan or virus that can take control of your devices, or you can be persuaded to provide sensitive information on a fake website.

Malicious software (malware): Any software that brings harm to a computer system. Malware can be in the form of worms, viruses, Trojans, spyware, adware and rootkits etc which steal protected data, delete documents or add software not approved by a user.

Media destruction: The process of physically damaging media with the intent of making information stored on it inaccessible. To destroy media effectively, only the actual material in which information is stored needs to be destroyed.

Media sanitisation: The process of erasing or overwriting information stored on media so that it cannot be retrieved or reconstructed.

Metadata: Descriptive information about the content and context used to identify information.

Migration: Moving data or applications between two different computers.

Multi-factor authentication (MFA): A method of computer access control in which a user is granted access only after successfully presenting several separate pieces of evidence to an authentication mechanism – typically at least two of the following categories: knowledge (something they know), possession (something they have), and inherence (something they are).

Multifunction device: ICT equipment that combines printing, scanning, copying, faxing or voice messaging functionality in the one device. These devices are often designed to connect to computer and telephone networks simultaneously.

Need-to-know: The principle of restricting an individual’s access to only the information they require to fulfil the duties of their role.

Network infrastructure: The infrastructure used to carry information between workstations and servers or other network devices.

Non-volatile media: A type of media which retains its information when power is removed.

Online security: The mix of rules that are followed and actions that are taken to make sure online user data and privacy aren't compromised by cyber criminals.

Outsourcing: An agreement in which one company hires another company to be responsible for a planned or existing activity that is or could be done internally, and sometimes involves transferring employees and assets from one firm to another.

Passive defence: Security measures that are applied within a network and require limited human interaction. Passive defence includes logging and monitoring mechanisms, and implementation of tools and processes to harden networks including firewalls, application hardening, patching procedures and antivirus software.

Passphrase: A sequence of words used for authentication.

Passphrase complexity: The use of at least three of the following character sets in passphrases: lower-case alphabetical characters (a-z), upper-case alphabetical characters (A-Z), numeric characters (0-9) or special characters.

Password: A sequence of characters used for authentication.

Password attack: An attempt to discover or bypass passwords used for authentication on systems and networks, and for different types of files.

Password spray: An attack that attempts to access many accounts with some commonly used passwords.

Patch: A piece of software designed to remedy security vulnerabilities or improve the usability or performance of software and ICT equipment.

Patch cable: A metallic (copper) or fibre-optic cable used for routing signals between two components in an enclosed container or rack.

Patch panel: A group of sockets or connectors that allow manual configuration changes, generally by means of connecting patch cables.

Patching: The action of updating, fixing, or improving a computer program.

Peer-to-peer file sharing network: A decentralised file sharing system. Files are stored on and served by the personal computers of the users.

Penetration test (pen test): A test using real-world targeted cyber intrusion scenarios to achieve a specific goal, such as compromising critical systems or information.

Personal data: Any information relating to an identified or identifiable natural person.

Personal identification number (PIN): A number allocated to an individual and used to validate electronic transactions.

Personal information: Information or an opinion about an identified individual, or an individual who is reasonably identifiable: whether the information or opinion is true or not; and whether the information or opinion is recorded in a material form or not.

Personally identifiable information (PII): Information that can be used on its own or with other information to identify, contact or locate a single person, or to identify an individual in context.

Pharming: A way of harvesting personal information, where a hacker puts a malicious code on your computer that redirects you to a fake site.

Phishing: Untargeted, mass emails sent to many people asking for sensitive information (such as bank details), encouraging them to open a malicious attachment, or visit a fake website that will ask the user to provide sensitive information or download malicious content.

Polymorphic: Malware that can change parts of its code to avoid detection by security software.

Pop-up: A small window which suddenly appears (pops-up) in the foreground of the normal screen.

Portable devices: Any device that can easily be carried. It is a small form factor computing device that is designed to be held and used in the hand.

Position of trust: A position that involves duties that require a higher level of assurance than that provided by normal employment screening. In some organisations additional screening may be required.
.

Privacy: The ability of an individual or group to seclude themselves or information about themselves, and thereby express themselves selectively.

Privacy settings: Settings which control how a user's data is shared with other people or systems. Privacy settings apply to web browsers and social networking services.

Protecting identity: The act of putting security measures in place to keep your identity safe.

Public computers: A computer available in public areas. Some places where public computers may be available are libraries, schools or government facilities.

Public Wi-Fi: Any Wi-Fi service established and owned by a contributing group that is provided for use by its customers on a wireless device. Public Wi-Fi may be unsecured, password protected or have other secure authentication protocols established and managed by such contributing group.

Ransomware: Malicious software that makes data or systems unusable until the victim makes a payment.

Recovery plan: A plan that outlines an organisation's recovery strategy for how they are going to respond to an incident.

Redaction: Most commonly refers to the removal of information from a document to ensure that information remains private or secret from a wide audience. It can also refer to a form of editing in which multiple sources of texts are combined and altered slightly to make a single document.

Remote access: Access to a system that originates from outside an organisation’s network and enters the network through a gateway, including over the internet.

Remote access scam: When a scammer pretends to be affiliated with a tech or computer company, such as Apple, Telstra or their technical support division. The scammer usually tries to convince you that you have a computer or internet problem, and you need to buy or install new software to fix the problem.

Remote Access Tool: A software administration tool or program that can be used by a hacker to remotely gain access and control of an infected machine.

Removable media: Storage media that can be easily removed from a system and is designed for removal, for example USB flash drives or optical media.

Resilience: The capacity to recover quickly from difficulties.

Scam: A fraudulent scheme performed by a dishonest or deceitful individual, group or company to obtain money or something else of value.

Scammer: A person who commits fraud or participates in a dishonest scheme.

Script (malware): A type of malware written using a scripting language. Common forms of scripting language include JavaScript, HTML, Visual Basic Script, PowerShell, Perl, Python and Shell Scripting.

Search engine optimisation (SEO): The process of increasing website traffic by increasing the visibility or ranking of a website or a web page to users of a search engine.

Secure Sockets Layer (SSL): A networking protocol designed for securing connections between web clients and web servers over an insecure network, such as the internet.

Security assessment: An activity undertaken to assess security controls for a system and its environment to determine if they have been implemented correctly and are operating as intended.

Security breach: An act that leads to damage of a system or unauthorised access to the system.

Security flaws: A weakness in a system that gives a threat agent the opportunity to mount an attack.

Security vulnerability: A weakness in a system’s security requirements, design, implementation or operation that could be accidentally triggered or intentionally exploited and result in a violation of the system’s security policy.

Server: A computer that provides services to users or other systems. For example, a file server, email server or database server.

Short Message Service (SMS): A text messaging service component of most telephone, internet and mobile device systems. It uses standardised communication protocols to enable mobile devices to exchange short text messages.

Software update: A download for an application, operating system or software suite that provides fixes for features that aren't working as intended or adds minor software enhancements and compatibility.

Spoof: A type of attack where a message is made to look like it comes from a trusted source. For example, an email that looks like it comes from a legitimate business but is trying to spread malware.

Subject matter expert (SME): A person who is an authority in a particular area or topic. In computer science, also called a domain expert.

Trojan: A type of malware or virus disguised as legitimate software, which is used to hack into the victim's computer.

Trusted source: A person or system formally identified as being capable of reliably producing information meeting certain defined parameters, such as a maximum data classification and reliably reviewing information produced by others to confirm compliance with certain defined parameters.

Two-factor authentication: A form of multi-factor authentication (see definition) to confirm a user's claimed identity by combining two different pieces of evidence.

Uniform Resource Locator (URL): The technical term for the web address (location) of an internet resource such as a website or an image within a website.

Unsecured network: Most often refers to a free Wi-Fi network, like at a café or shop.

User experience (UX): The overall experience of a person using a product such as a website or computer application, especially in terms of how easy or pleasing it is to use.

User interface (UI): The means by which the user and a computer system interact, the use of input devices and software.

Validation: Confirmation (through strong, sound, objective evidence) that requirements for a specific intended use or application have been fulfilled.

Verification: Confirmation, through the provision of objective evidence, that specified requirements have been fulfilled.

Virtual Private Network (VPN): A network that maintains privacy through a tunnelling protocol and security procedures. VPNs may use encryption to protect traffic.

Virus: A type of malware. Viruses spread on their own by attaching code to other programs or copying themselves across systems and networks.

Volatile media: A type of media, such as RAM, which gradually loses its information when power is removed.

Vulnerability: A weakness in system security requirements, design, implementation or operation that could be exploited.

Web address: A reference to a web resource that specifies its location on a computer network and a mechanism for retrieving it. Formally a Uniform Resource Locator (URL).

White hat: An ethical computer hacker, or a computer security expert, who specialises in penetration testing and in other testing methodologies to ensure the security of an organisation’s information systems legally and legitimately. See also ‘black hat’ and ‘grey hat’.

Wi-Fi: A set of wireless communication protocols that can transmit traffic to Wi-Fi enabled devices within a local area. A Wi-Fi enabled device such as a laptop or mobile device can connect to the internet when within range of a wireless network connected to the internet. An area covered by one or more Wi-Fi access points is commonly called a hotspot.

Wide Area Network (WAN): A telecommunications network or computer network that extends over a large geographical distance.

Worm: Self-replicating malware that uses a network to distribute copies of itself to other computer devices, often without user intervention. Worms need not attach themselves to existing programs.

Zero day (0-day): A software exploit that hasn’t been disclosed or patched by the software vendor.

Adapted from Glossary – Australia Cyber Security Centre
https://www.cyber.gov.au/acsc/view-all-content/glossary 

Section 2 - Assessment tools
Assessment is all about collecting evidence and making decisions as to whether a learner has achieved competency. Assessment confirms that the learner can perform to the expected workplace standard, as outlined in the units of competency.

This section contains the summative assessment tools that are to be used in assessing this unit of competency.  The assessment tools have also been mapped against the requirements of unit assessment; these may be reviewed in the TEIA document ICT30120 Mapping Guide. Assessors can use this mapping information to complete required assessment records.

It is an important responsibility of assessors to complete the assessment records themselves. This ensures all additional assessment activities deemed appropriate or required by the assessor, in addition to those within this document, are included in these records.

Section Two contains the following information:

2.1   
Summative assessment

2.2
Solutions – general guidance

2.3 
Solutions – summative assessment

2.4
Evidence of competency

2.5
Assessment records
2.1
Summative assessment

Separate each assessment tool as required in the assessment process. 
In this task, the learner becomes aware of what types of information a business may hold, the legal and ethical reasons impacting on an organisation that holds information and the ways in which information can be more securely stored.

Part A Quiz
· Read incoming email from Greg Klaus. (Monitor)

· Read and plan your work tasks using this task planning sheet.

Complete the online Securely Manage Information course:

· Enter and work through the Securely Manage Information course. Complete the activities within the course. (Link in Greg Klaus’ email and Monitor - Internet)
Online Competency Test for all staff:

· You must complete the online test (Part A) for all staff. (Monitor – Leaner Resources)

· Print out your result sheet as a PDF document.
	What to submit
	Problems encountered and strategies used to overcome these

	Printout of results page of the Part A on-line test 
	


Team Leader Assessment:

· You are to complete Part B of the mandatory assessment. This element is for team leaders and requires short answers to be written and the response submitted to your supervisor. (Monitor - Link in Greg Klaus’ email)
	What to submit
	Problems encountered and strategies used to overcome these

	Short answer responses to the Part B accreditation examination 
	


Starting your second work task:

· Read incoming email from Margaret, the General Manager. (Emails)
· Download the Accessing Our Information attachment.

· Use this work scenario to investigate the issues and respond as directed across Parts 1 through to 6.

Research and construct a short report for Parts I to 4 of the work scenario:

· Undertake the research using both web searches and the Policy and Procedures document of Community Assister to investigate the problem posed by the General Manager. (Attachment to the General Manager’s email)

· Your response is to be in the approved short report format (Resources – Short Report Style Guide). Note you must make some recommendations to the General Manager.

· Complete the Part 5 and 6 of the work scenario as separate documents. 
	What to submit
	Problems encountered and strategies used to overcome these

	Short format report on work problem posed by General Manager with resulting recommendations (covering Part 1 to 4 of the work scenario)
Response to Part 5 of the work scenario
Response to Part 6 of the work scenario
	


2.2
Solutions - General guidance
Assessors should review the solutions provided and adapt and/or contextualise them (and assessment activities themselves where necessary) to suit the training and assessment context as part of their moderation activities. This will ensure consistency of assessment.
The solutions to assessment activities serve as a reliable guide to the type of information that should be included in the assessment candidate’s response. Refer to the assessment activities when assessing learner responses or evaluating assessment evidence. The answers provided by the assessment candidate will vary due to several factors, including the:

· candidate’ s own experiences

· candidate’ s workplace experiences

· training situations and strategies presented by the trainer

· interpretation of the assessment activity by the assessment candidate/assessor

· type of organisation, work practices, processes and systems encountered by the candidate.

The nature and variety of the tasks presented means that in some cases there will be numerous correct responses, and the solutions provided cannot cater for all contexts and eventualities.

In general terms:

· For questions with a single answer, this guide provides the correct answer.

· For questions that do not have a single answer, it is understood that answers will vary within certain parameters.

· For questions where the candidate must list a certain number of items, the RTO has provided a more comprehensive listing from which candidate responses may be drawn. This list may not in all cases be definitive, and assessors should account for other possible correct responses.

· For activities that involve responding to a case study, the RTO has provided an example of how the candidate may respond. Depending on the question, the terminology used will indicate either what the candidate should have included in their response or may have included. However, different phrasing may be used by the candidate, or different responses that may be equally correct are also possible.
· For activities that take place in the workplace or involve workplace documentation, the RTO can only provide an example response. Assessors should consider whether the candidate has achieved the intent of the activity within the candidate’s workplace context.

· For activities that involve writing reports or completing documentation provided, the RTO can only provide an example response. Assessors should again consider whether the candidate’s response is appropriate to the task within the context of the candidate’s training and/or workplace.

2.3
Solutions – Summative assessment
Online Competency Test for all staff 
This is an auto-correcting quiz. The student should supply a PDF copy of the results screen.
Team Leader Assessment

1. Community Assister has moved a data server on our network at each site, to a virtual private network covering all our sites across the country. All our data is now located in cloud servicers.

1. Identify at least two benefits to Community Assister of using cloud storage systems.
Assessor judgement can be used. A range of responses with explanations are provided below – at least two are to be provided.
Disaster Recovery (DR)

When using cloud storage, data is at a reduced risk of system failure since all data is stored and backed-up on an external devise away from the organisation’s location. This means the organisation avoids expensive data retrieval that follows any hard-drive malfunctioning. Cloud providers automate the backup process for their customers. 

Data can be accessed from anywhere

Since the data is stored remotely workers can access it whether they are in the workplace or not. 

Low cost

Cloud storage eliminates the need to pay for software licences and updates since all this is included in one monthly price. Cloud storage also avoids the need to invest in expensive server infrastructure since the cloud company provides this off-site as part of their service. 

Scalability

Organisations only pay for the storage needed. If growth occurs, the cloud operator can expand the size of available storage and the organisation simply pays more per month. Conversely if the business shrinks, they can then opt for less storage space at a reduced rate.

Security

Professional cloud storage firms typically offer far better data security than is otherwise available to small businesses through their own efforts. 
2. Identify at least two risks to Community Assister of using hard disk storage systems.

Assessor judgement can be used. A range of responses with explanations are provided below – at least two are to be provided.

Lack of control

As data is held offsite by a company outside the control of the organisation, the organisation lacks the ability to control and customise their data storage set-up. 

Difficult to migrate

Once you’ve signed up and started using one cloud storage provider, it is difficult to migrate data to another cloud provider later. This is vendor lock-in and is common in cloud services.
Requires Internet

Data access is not possible when an Internet connection fails. Internet failure can lead to costly downtime if a business is reliant on cloud storage. Similarly if Internet speeds are slow, data access will also be a problem. 
Security and privacy 

Cloud storage means handing over the control of confidential information to a third party company. It becomes a question as to whether that company can keep the data secure. In the past things have been known to go wrong with cloud storage companies.
2. Community Assister does use three digital services that are non-secure: Email, SMS and Social Media (namely Facebook and Instagram). Identify at least two risks for each of these communication methods that are non-secure.

Assessor judgement required. Examples are provided below:
Email
SMS

Social Media

3. Identify the three information management systems that Community Assister use across all its centres.

Assessor judgement required. Examples provided below.
Point of Sale

Database of clients/customers

Financial administration

Staff Human Resources Management

4. Identify three examples of data collected from customers who are seeking assistance or services from our organisation.

Assessor judgement required. Examples provided below.

Name
Date of birth

Home address

Children and other dependents

Work details
Government services that are received

Financial arrangements and situation
5. What does the POS system do?

Assessor judgement required. Examples provided below.

A point of sale (POS) is a place where a customer executes the payment for goods or services and where goods and services taxes may become payable. A POS transaction may occur in person but in this situation, it occurs online using credit card or bank transfer, i.e. electronically.
6. List three ways in which we ensure our enterprise’s data is secured when in the cloud.
Assessor judgement required. Examples provided below.

It is secured by passwords.

It can have end to end encryption.

It is automatically backed up on secure servers that are well protected.
Starting your second work task:

· Read incoming email from Margaret, the General Manager. (Emails)
· Download the Accessing Our Information attachment.

· Use this work scenario to investigate the issues and respond as directed across Parts 1 through to 6.

Research and construct a short report for Parts I to 4 of the work scenario:

· Undertake the research using both web searches and the Policy and Procedures document of Community Assister to investigate the problem posed by the General Manager. (Attachment to the General Manager’s email)

· Your response is to be in the approved short report format (Resources – Short Report Style Guide). Note you must make some recommendations to the General Manager.

· Complete the Part 5 and 6 of the work scenario as separate documents. 
	What to submit
	Problems encountered and strategies used to overcome these

	Short format report on work problem posed by General Manager with resulting recommendations (covering Part 1 to 4 of the work scenario)
Response to Part 5 of the work scenario
Response to Part 6 of the work scenario
	


2.4
Evidence of competency

Evidence is information gathered that provides proof of competency. While evidence must be sufficient, trainers and assessors must focus on the quality of evidence rather than the quantity of evidence.

Rules of evidence

There are four rules of evidence that guide the collection of evidence. Evidence must be:

· valid – it must cover the performance evidence and knowledge evidence
· sufficient – it must be enough to satisfy the competency

· current – skills and knowledge must be up to date

· authentic – it must be the learner’s own work and supporting documents must be genuine.

Principles of assessment

High quality assessments must be:

· fair – assessments are not discriminatory and do not disadvantage the candidate

· flexible – assessments meet the candidate’ s needs and include an appropriate range of assessment methods

· valid – assessments assess the unit/s of competency performance evidence and knowledge evidence
· reliable – there is a common interpretation of the assessments.

Types of evidence

Types of evidence that can be collected, sighted or validated include:

· work records such as position descriptions, performance reviews, products developed and processes followed and/or implemented

· third-party reports from customers, managers and/or supervisors

· training records and other recognised qualifications

· skills and knowledge assessments

· volunteer work.

Gathering evidence

Evidence can be gathered through:

· real work/real-time activities through observation and third-party reports

· structured activities.

Evidence can also be gathered through:

· formative assessments: where assessment is progressive throughout the learning process and validated along the way by the trainer – also known as assessment for learning

· summative assessment: where assessment is an exercise or simulation at the end of the learning process – also known as assessment of learning.

Evaluating evidence

The following steps may help you evaluate evidence.

	Step 1: Evidence is gathered.
	
	
	
	


	Step 2: Rules of evidence are applied – evidence is valid, sufficient, current and authentic.
	
	
	


	Step 3: Evidence meets the full requirements of the unit/s of competency.
	
	


	Step 4: The assessment process is valid, reliable, fair and flexible.
	


	Step 5: The trainer or assessor makes a straightforward and informed judgment about the candidate and completes assessment records.


2.5
Assessment records

Learners must provide evidence of how they have complied with the performance and knowledge evidence requirements outlined in the unit of competency. These requirements should be assessed in the workplace or in a simulated workplace; assessment conditions are specified in each unit of competency.

You can use the following assessment forms to record the learner’s evidence of competency: 
· The Assessment Instructions Checklist helps the trainer/assessor provide clear instructions to the candidate as to which assessment activities to complete.

· The Pre-Assessment Checklist helps the trainer determine if the learner is ready for assessment.

· The Self-Assessment Record allows the learner to assess their own abilities against the requirements of the unit of competency.

· The Performance Evidence Checklist facilitates the observation process; it allows trainers to identify skill gaps and provide useful feedback to learners.

· The Knowledge Evidence Checklist can be used to record the learner’s understanding of the knowledge evidence; it allows trainers to identify knowledge gaps and to provide useful feedback to learners.

· The Portfolio of Evidence Checklist helps the trainer annotate or detail aspects of the learner’s portfolio of evidence.

· The Workplace Assessment Checklist can be used by the learner’s supervisor to show workplace-based evidence of competence.
· The Observation Checklist/Third Party Report records the candidate’s performance in the workplace.

· The Record of Assessment form is used to summarise the outcomes of the assessment process in this unit.

· The Request for Qualification Issue is used by the assessor to inform the RTO authorities that the process for issuing a Statement of Attainment or Qualification may commence. 

Assessment instructions – BSBXCS303
	Candidate’ s name:       
Unit of competency:  BSBXCS303 Securely manage personally identifiable information and workplace information
Trainer/assessor:       
Date:       

	The candidate must complete the following assessment activities, provided by the trainer/assessor:

	
	Y/N
	Whole activity/ specific questions

	Candidate Self-assessment
	
	     

	Final assessment - 
	
	     

	Final assessment - 
	
	     

	Final assessment - 
	
	     

	Portfolio
	
	     

	Workplace Assessment 
	
	     

	Workplace Assessment (video)
	
	     

	Competency Conversation (using RPL)
	
	     

	Workplace Observation
	
	     

	Third Party Report
	
	     

	Other assessment activities as detailed below:
	
	

	     
	
	     

	     
	
	     

	     
	
	

	Candidate signature: 
	     
	Date:
	     

	Assessor/trainer signature: 
	     
	Date:
	     


Pre-assessment checklist – BSBXCS303
	Candidate’ s name:            
Unit of competency:  BSBXCS303 Securely manage personally identifiable information and workplace information                 Trainer/assessor:           

Date:           

	Checklist

	Talked to the candidate about the purpose of the assessment
	 Yes 
 No     

	Explained the unit of competency
	 Yes 
 No     

	Discussed the various methods of assessment
	 Yes 
 No     

	In consultation with trainer/assessor, the following assessment methods will be used:

	   Question/answer
	   Observation/Demonstration
	   Log, Journal, Diary

	   Case study
	   Portfolio, work samples
	   Third Party Reports

	   Reports
	
	

	Assessment environment and process

When will assessment occur?       
Where will assessment occur?       
Special needs (if any)       
How many workplace visits are required (if appropriate)?       
What resources are required?      

	Information has been provided on the following:

	   Confidentiality procedures
	   Re-assessment policy
	   Appeals process

	   Regulatory information
	   Authenticity of candidate’ s work

	Discussed self-assessment process
	 Yes 
 No     

	Summarised information and allowed candidate to ask questions
	 Yes 
 No     

	Candidate signature: 
	     
	Date:
	     

	Assessor/trainer signature: 
	     
	Date:
	     


Self-assessment record – BSBXCS303
	Candidate’ s name:       
	Part D

	Unit of competency:  BSBXCS303 Securely manage personally identifiable information and workplace information
Trainer/assessor:      
Date:      

	Tasks
	I do the workplace task…
	Candidate’s comments

	
	…very well
I’m sure I can do the task
	…quite well
I think I can do the task
	…no, or not well
I don’t (or can’t) do the task
	

	I can identify workforce problems at my level of authority.
	
	
	
	     

	I can prepare resources and persons to work on addressing workplace problems.
	
	
	
	     

	I can seek assistance from appropriate people when solving problems.
	
	
	
	     

	I can evaluate a range of options when problem solving and select an appropriate solution based on several criteria.
	
	
	
	     

	I consult with my team members and supervisors.
	
	
	
	     

	I can present and advocate for solutions to be implemented.
	
	
	
	     

	I can assist in engaging with required personnel to identify and implement solutions to workplace problems.
	
	
	
	     

	I can respond to challenges and stakeholder questioning in appropriate ways.
	
	
	
	     

	I can identify strategies and opportunities for critical thinking processes within our workplace context.
	
	
	
	     

	I can work in creative ways while remaining within our workplace’s organisational and legislative frameworks.
	
	
	
	     

	Candidate signature:
	     
	Date:
	     


Performance evidence checklist – BSBXCS303
	Candidate’s name:            

Unit of competency:  BSBXCS303 Securely manage personally identifiable information and workplace information
Trainer/assessor:           

Date:           

	Did the candidate demonstrate the following performance evidence?
	Yes
	No
	N/A

	· Generate and present solutions to a workplace problem on at least two occasions.
	
	
	

	During the above, the candidate must:
	
	
	

	· Identify and analyse workplace problems as part of a team.
	
	
	

	· Develop questions on key challenges of a chosen problem.
	
	
	

	· Consult relevant stakeholders to gather information on workplace problem.
	
	
	

	· Use a range of creative thinking techniques as part of a team to generate ideas or responses to questions or issues.
	
	
	

	· Identify and analyse workplace problems as part of a team.
	
	
	

	· Develop questions on key challenges of a chosen problem.
	
	
	

	· Consult relevant stakeholders to gather information on workplace problem.
	
	
	

	In the assessment/s of the candidate’s performance evidence, did they demonstrate the four dimensions of competency?

	Task skills
	
	
	

	Task management skills
	
	
	

	Contingency management skills
	
	
	

	Job/role environment skills
	
	
	

	The candidate’ s performance was:
	   Not satisfactory
	   Satisfactory

	Feedback to candidate:

     

	Candidate signature:
	     
	Date:
	     

	Assessor/trainer signature:
	     
	Date:
	     


Knowledge evidence checklist – BSBXCS303 
	Candidate’s name:            

Unit of competency:  BSBXCS303 Securely manage personally identifiable information and workplace information
Trainer/assessor:           

Date:           

	Did the candidate show their knowledge of the following?
	Yes
	No
	N/A

	Organisational and legislative frameworks.
	
	
	

	Advantages of different perspectives when asking questions.
	
	
	

	Critical thinking techniques.
	
	
	

	Applicable criteria to assess potential solutions to workplace issue.
	
	
	

	Boundaries to be considered when generating ideas and responses.
	
	
	

	Methods to develop individual critical and creative thinking skills.
	
	
	

	In the assessment/s of the candidate’s knowledge evidence, did they demonstrate the four dimensions of competency?

	Task skills
	
	
	

	Task management skills
	
	
	

	Contingency management skills
	
	
	

	Job/role environment skills
	
	
	

	The candidate’ s performance was:
	   Not satisfactory
	   Satisfactory

	Feedback to candidate:

     

	Candidate signature:
	     
	Date:
	     

	Assessor/trainer signature:
	     
	Date:
	     


Portfolio of evidence checklist – BSBXCS303 
	Candidate’s name:       
	Part E

	Unit of competency:  BSBXCS303 Securely manage personally identifiable information and workplace information
Trainer/assessor:                

Date:                

	Description of evidence to 
include in portfolio
	Assessor’ s comments
	Tick* 

	
	
	V
	S
	C
	A

	     
	     
	
	
	
	

	     
	     
	
	
	
	

	     
	     
	
	
	
	

	     
	     
	
	
	
	

	     
	     
	
	
	
	

	     
	     
	
	
	
	

	     
	     
	
	
	
	

	     
	     
	
	
	
	

	     
	     
	
	
	
	

	     
	     
	
	
	
	

	     
	     
	
	
	
	

	     
	     
	
	
	
	

	     
	     
	
	
	
	

	     
	     
	
	
	
	

	     
	     
	
	
	
	

	     
	     
	
	
	
	

	Candidate signature:
	     
	Date:
	     

	Assessor/trainer signature:
	     
	Date:
	     


* V = Valid; S = Sufficient: C = Current; A = Authentic
Workplace assessment checklist – BSBXCS303 
	Candidate’s name:       
	Part F

	Unit of competency:  BSBXCS303 Securely manage personally identifiable information and workplace information
Trainer/assessor:                

Date:                

	Name of organisation:        
Address:       
Telephone:       
Email:        
Workplace supervisor:       

	Performance evidence 

Candidate demonstrates the ability to:
	Evidence provided/observation comments

	
	Generate and present solutions to a workplace problem on at least two occasions.
	     

	
	During the above, the candidate must:
	

	
	Identify and analyse workplace problems as part of a team.
	     

	
	Develop questions on key challenges of a chosen problem.
	     

	
	Consult relevant stakeholders to gather information on workplace problem.
	     

	
	Use a range of creative thinking techniques as part of a team to generate ideas or responses to questions or issues.
	     

	
	Identify and analyse workplace problems as part of a team.
	     

	
	Develop questions on key challenges of a chosen problem.
	     

	
	Consult relevant stakeholders to gather information on workplace problem.
	     

	Knowledge evidence
Candidate knows and understands:
	

	
	Organisational and legislative frameworks.
	     

	
	Advantages of different perspectives when asking questions.
	     

	
	Critical thinking techniques.
	     

	
	Applicable criteria to assess potential solutions to workplace issue.
	     

	
	Boundaries to be considered when generating ideas and responses.
	     

	
	Methods to develop individual critical and creative thinking skills.
	     

	Workplace supervisor’ s signature:
	     
	Date:
	     


	TEIA Ltd

	Observation Checklist/Third Party Report

	This is a confidential report. It is for the perusal of the supervisor, the candidate and the assessor. (Part G)

	Name of candidate:
	     

	Units of competency:
	 BSBXCS303 Securely manage personally identifiable information and workplace information


As part of the assessment for the units of competency above we are seeking evidence to support a judgement about the above candidate’s competence. This report may be completed as either an Assessor Observation Checklist or a Third-Party Report where the candidate has access to a suitable work environment. Multiple reports may be completed where a single person is unable to verify all elements.

Note that assessors may also use this document to record and confirm competency in routine tasks associated with a learning program over an extended period, i.e., accumulated evidence.


	This report is being completed as:
	   Assessor Observation

    Third Party Report

	Name of Supervisor:
	     

	Position of Supervisor:
	     

	Workplace:
	     

	Address:
	     

	Telephone:
	     

	Email:
	     

	Has the purpose of the candidate's assessment been explained to you?
	  Yes         No

	Are you aware that the candidate will see a copy of this form?
	  Yes         No

	Are you willing to be contacted should further verification of this statement be required?
	  Yes         No

	What is your relationship to the candidate?
	     

	How long have you worked with the person being assessed?
	     

	How closely do you work with the candidate in the area being assessed?
	     


	What is your experience and/or qualification(s) in the area being assessed? (Include teaching qualifications if relevant.)
	     



	Does the candidate consistently perform the following workplace activities?
	Yes
	No

	Participates in the solving of workplace problems.
	
	

	Evaluates, individually and as part of a team, potential workplace problems and finds creative solutions to these challenges.
	
	

	Generates and presents solutions to a workplace problem on at least two occasions.
	
	

	Works within the set organisational and legislative frameworks of the workplace.
	
	

	Is the person able to critically think about workplace and work duty problems?
	
	

	Task 1
· Have the candidate explain the process they use in their workplace when an unusual work challenge is evident to them?.
	
	

	Comment (if relevant):
     

	Task 2
· 
	
	

	Comment (if relevant):
     

	

	Task 3

	
	

	Comment (if relevant):
     

	

	Does the candidate:
	Yes
	No

	· perform job tasks to industry standards?
	
	

	· manage job tasks effectively?
	
	

	· implement safe working practices?
	
	

	· solve problems on-the-job?
	
	

	· work well with others?
	
	

	· adapt to new tasks?
	
	

	· cope with unusual or non-routine situations?
	
	

	·      
	
	

	Overall, do you believe the candidate performs to the standard required by the units of competency on a consistent basis?
	    No  Yes        

	Identify any further training in this area that the candidate may require:

	     

	Comments:

	     

	Supervisor’s Signature: 
	Date:      


	Record of Assessment 

 BSBXCS303 Securely manage personally identifiable information and workplace information

	Name of candidate
	     

	Name of assessor
	     

	Use the checklist below as a basis for judging whether the candidate’s document and supporting evidence meets the required competency standard.

	
	Yes       No

	1. Prepare to address workplace problem
	      

	1.1 
Identify and select workplace problem to address within scope of job role of team members.
1.2 
Identify organisational and legislative frameworks applicable to selected problem.
1.3 
Develop questions to identify key issues and challenges of selected problem.
1.4 
Consult key stakeholders using questions to gather information on selected problem.
	

	
	

	2. Evaluate solutions for workplace problem
	      

	2.1 
Identify a range of critical thinking techniques to generate solutions to selected problem.
2.2 
Develop solutions using knowledge and experience of team members.
2.3 
Explain development process for individual solutions generated to team members.
2.4 
Apply agreed criteria for selecting most suitable option in consultation with team members.
2.5 
Critically evaluate solutions generated and select solution to be implemented.
	

	
	

	
	

	3. Finalise and review solution development process
	      

	3.1 
Present solution to relevant stakeholders with explanation of critical thinking processes involved.
3.2 
Respond to challenges and questions from stakeholders.
3.3 
Evaluate critical thinking processes with team members and using feedback received.
3.4 
Identify critical thinking learnings to apply to individual and team situations.
	

	Does the candidate meet all the unit of competency’s requirements?

	
	Yes
	No

	· Critical evidence requirements met
	       

	· Underpinning knowledge and understanding demonstrated
	       

	· Key competencies / Employability skills demonstrated at appropriate level
	       

	· Sufficiency of evidence
	       

	


	Evidence provided for this unit of competency is…
	Valid
	Authentic
	Current

	
	
	
	


	Candidate is:

	Competent  
	
	Not competent currently       
	

	Withdrawn after participation
	
	Withdrawn without participation  
	

	Not seeking assessment  
	
	
	

	Signed by the assessor:                                                                          Date:       


	Feedback to candidate

       


Request for Qualification Issue

As the assessor this course working with this learner, my records indicate the following Statements of Attainment/Qualification should be issued as detailed below:
	Student’s Name:
	 

	Organisation:
	 


Qualification/Statements of Attainment Details

	Statement/s of Attainment
Units of Competency to be issued  

	  
Tick if SOA required
	Full Qualification

ICT30120 Certificate III in Information Technology

	
Tick if Qualification required

	
	BSBCRT311
Apply critical thinking skills in a team environment*
	
	BSBCRT311
Apply critical thinking skills in a team environment*

	
	BSBXCS303      Securely manage personally identifiable information and workplace information*
	
	BSBXCS303      Securely manage personally identifiable information and workplace information*

	
	BSBXTW301     Work in a team*
	
	BSBXTW301     Work in a team*

	
	ICTICT313         Identify IP, ethics and privacy policies in ICT environments*
	
	ICTICT313         Identify IP, ethics and privacy policies in ICT environments*

	
	ICTPRG302      Apply introductory programming techniques*
	
	ICTPRG302      Apply introductory programming techniques*

	
	ICTSAS305       Provide ICT advice to clients*
	
	ICTSAS305       Provide ICT advice to clients*

	
	ICPDMT3210      Capture a digital image
	
	ICPDMT3210      Capture a digital image

	
	ICTWEB304       Build simple web pages
	
	ICTWEB304       Build simple web pages

	
	ICTWEB305       Produce digital images for web
	
	ICTWEB305       Produce digital images for web

	
	ICTWEB306       Web presence social media
	
	ICTWEB306       Web presence social media

	
	ICTSAS308
Run standard diagnostic tests
	
	ICTSAS308
Run standard diagnostic tests

	
	ICTSAS309
Maintain and repair ICT equipment and software
	
	ICTSAS309
Maintain and repair ICT equipment and software

	
	BSBTEC101      Operate a digital device
	
	BSBTEC101      Operate a digital device

	
	BSBTEC203   
Research using internet
	
	BSBTEC203   
Research using internet


Qualification requirements:  6 core units (asterisk) and 6 elective units
Assessor’s Review 

	As the assessor I have…
	Yes
	No

	Checked that all units of competency listed have been judged Competent.

	
	

	Checked other Training Package requirements have been addressed (e.g. foundation skills, essential elements, etc.)

	
	

	Confirmed Literacy and Numeracy requirements as per qualification have been achieved.
	
	

	Comments:
     


	Assessor’s Name:
	

	Assessor’s Email:
	     
	Assessor’s Telephone:
	     

	Authorised by School/Institution Representative:
	

	Date:
	

	Processed at RTO by:
	     

	Date:
	     


Note:  The issuing of the qualification incurs a fee.  This may change so contact TEIA for the most current arrangement. An invoice will accompany the printed documents and be returned by post to either the candidate or the funding organisation.

Glossary

This glossary explains common terminology used in the VET sector and in this trainer’s and assessor’s guide.

Access and equity: Applying access and equity principles to training and assessment means meeting the individual needs of learners without discriminating in terms of age, gender, ethnicity, disability, sexuality, language, literacy and numeracy level, etc.

Assessment: Assessment means collecting evidence and making decisions as to whether a learner has achieved competency. Assessment confirms the learner can perform to the expected workplace standard, as outlined in the units of competency.

Assessment mapping: Assessment mapping ensures assessments meet the requirements of the unit/s of competency through a process of cross-referencing.

Assessment records: Assessment records are the documentation used to record the learner’s evidence of competency.

Assessment tools: Assessment tools are the instruments and procedures used to gather, interpret and evaluate evidence.

AQTF: The AQTF is the Australian Quality Training Framework. It was superseded by the VET Quality Framework and the Standards for NVR Registered Training Organisations in some jurisdictions in July 2011. 
AQTF standards: The AQTF standards are national standards designed to ensure high-quality training and assessment outcomes. They were superseded by the VET Quality Framework and the Standards for NVR Registered Training Organisations in some jurisdictions in July 2011.

ASQA: ASQA is the Australian Skills Quality Authority, the national regulator for Australia’s vocational education and training sector. ASQA regulates courses and training providers to ensure nationally approved quality standards are met.

Authentic/authenticity: Authenticity is one of the rules of evidence. It means the learner’s work and supporting documents must be genuinely their own.

Competency: Competency relates to the learner’s ability to meet the requirements of the unit/s of competency in terms of skills and knowledge.

Current/currency: Currency is one of the rules of evidence. It means ensuring the learner’s skills and knowledge are up to date.

Delivery plans: Delivery plans are lesson plans that guide the process of instruction for trainers.

Dimensions of competency: The dimensions of competency relate to all aspects of work performance. There are four dimensions of competency: task skills, task management skills, contingency management skills and job/role environment skills.

Fair/fairness: Fairness is one of the principles of assessment. It means assessments must not be discriminatory and must not disadvantage the candidate.

Flexible/flexibility: Flexibility is one of the principles of assessment. It means assessments must meet the candidate’s needs and include an appropriate range of assessment methods.

Knowledge evidence: Knowledge evidence is specified in the unit of competency. It identifies what a person needs to know to perform the work in an informed way.

Performance evidence: Performance evidence is specified in the unit of competency. It describes how the knowledge evidence is applied in the workplace.

Principles of assessment: Principles of assessment ensure quality outcomes. There are four principles of assessment – fair, flexible, valid and reliable.

Recognition: Recognition is an assessment process where learners match their previous training, work or life experience with the performance and knowledge evidence outlined in the units of competency relevant for a qualification.

Reliable/reliability: Reliability is one of the principles of assessment. It means that assessment must have a common interpretation.

Rules of evidence: Rules of evidence guide the collection of evidence. There are four rules of evidence – it must be valid, sufficient, current and authentic.

Skill sets: Skill sets are single units of competency or combinations of units of competency that link to a licence, regulatory requirement or defined industry need. They build on a relevant qualification.

Standards for NVR Registered Training Organisations 2011: The Standards for NVR Registered Training Organisations superseded the AQTF in some jurisdictions in July 2011. They are designed to ensure nationally consistent, high-quality training and assessment services for the clients of Australia’ s vocational education and training (VET) system.

Sufficient/sufficiency: Sufficiency is one of the rules of evidence. Sufficiency of evidence means there is enough to satisfy the unit/s of competency.

Training and assessment strategy: A training and assessment strategy must be developed by training organisations for all their training programs. It is a framework that guides the learning requirements.

Valid: The term valid relates to the rules of evidence and principles of assessment. It means meeting the unit/s of competency’s performance and knowledge evidence requirements.

Validation of assessment: Validation of assessment means a range of assessors must review, compare and evaluate assessments and assessment processes on a regular basis to ensure they meet the unit/s of competency assessed. The evaluation process must be documented and form part of the RTO’s continuous improvement process.

VET Quality Framework: The VET Quality Framework superseded the AQTF in some jurisdictions in July 2011. It is aimed at achieving greater national consistency in the way providers are registered and monitored and in how standards in the VET sector are enforced.
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